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ASSESSMENT OF THE PERFORMANCE OF THE PHYSICAL PROTECTION SYSTEM

For an objective assessment of the suitability of any system for performing the tasks
assigned to it, it inecessary to have a method for assessing the effectiveness of this system. Such
methods can be qualitative, but it is better if they are based on quantitative indicators that allow
comparing different versions of the system [1].

The effectiveness of the péical protection system is a property of the system, which
consists in the ability of the physical protection system to withstand the actions of the intruder in
relation to nuclear materials, nuclear installations, other vulnerabilities of a nucledy,fding
into account the threats and models of the intruder identified in the analysis of the vulnerability of
a nuclear facility.

The purpose of assessing the effectiveness of the physical protection system is to assess
the ability of thephysical protection system to suppress unauthorized actions of the offender.

The term Asuppressiono means the timely
neutralization of the offender [2].

The objectives of evaluating the effectiveness are:

- identification of elements of the physical protection system, overcoming which, the
intruder has the highest probability of committing sabotage or theft of nuclear materials;

- consideration and identification of the most probable scenarios for the violator's
actions to commit sabotage or theft of nuclear materials;

- identification of vulnerabilities in existing physical protection systems that formally
meet the requirements established in regulatory documents;

- analysis of the reasons for the emergence of vulndrabilin the physical
protection system;

- assessment of the likelihood of suppressing certain actions of the intruder by
security forces acting on an alarm signal in the event of an external and internal threat;

- selection of optimal design solutions at tege of creation and modernization of
the physical protection system;

Function test [3]

The assessment program confirms the compliance of the nuclear material accounting and
control system and its elements with the requirements, and the performancati@nificogram
goes one step further, attempting to overcome the system.

Functional check creates or introduces contingencies or simulated contingencies in
carefully controlled circumstances in order to verify their detection by the nuclear materials
accouring and control system;

Functional test objectives:

Ensuring that the system, measure or element under test is capable of fulfilling its nuclear
security purpose, that is, capable of detecting the unauthorized removal of nuclear material;

- Confirming or poviding information for the assessment process;

- During the preparation and conduct of the verification, no violation of nuclear
materials control is allowed.

As a conclusion, | can say that the assessment of the effectiveness of the phytgicabn
system is mandatory at the design stage of the physical protection system during its creation or
improvement.

Ensuring the required level of efficiency of the physical protection system should provide
for a set of work to monitor and analyze pregformance of the physical protection system of the
tasks assigned to it to ensure physical protection and determine ways to increase the effectiveness
of the physical protection system or maintain it at the required level.
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Performance verification is pgacularly important to ensure that nuclear security objectives
are met [2].
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SYNERGY OF CULTURE OF SECURITY AND CULTURE OF SECURITY

An important task today is #nsure nuclear safety and nuclear security, which is aimed at
achieving the safety of a nuclear installation or any facility that uses nuclear materials, radioactive
materials, and other sources of ionizing radiation. This area of activity is to proopde Hiem
the environment from dangerous levels of radiation exposure.

When considering the relationship between nuclear safety and nuclear sgtjrispecial
attention should be paid to identifying the point of conflict between the culture of satethiean
culture of security. It is also important to identify the interface between the two areas of safety and
to define the general principles for the development of nuclear safety and security measures.

The object of my work is the influence of safetyitere on the physical protection of nuclear
installations and facilities that use nuclear materials, radioactive materials and other sources of
ionizing radiation in their work. The subject is the study of methodology and the development of
a procedure formproving the relationship between security culture and security culture.

The synergy of security and physical security includes, for example: regulatory infrastructure;
engineering and technical solutions in the design and construction (constructiooflear
facilities and other facilities; measures to control access to nuclear facilities and other facilities;
categorization of radioactive sources; development of source designs; ensuring physical safety
when handling radioactive sources and radioacthagerial; emergency response plans; and
radioactive waste management.

For a general understanding of the phenomenon of synergy between a culture of security and a
culture of security, we give the definition of these conciiits

- Synergy is a joinaction to achieve a common goal, based on the principle that the
whole is something more than the sum of its parts. Synergism means the excess of the total result
of the sum of its factors. This concept is also called the synergistic effect (effect Byt 2 =

- Safety culture is a set of characteristics and features of the activities of organizations
and the behavior of individuals, which establishes that the safety issues of nuclear power plants,
as having a higher priority, is given attention, determinethbir importance.

- The culture of security is a characteristic of the activities of organizations and the
behavior of individuals, which indicates that the security of nuclear facilities, nuclear materials,
radioactive waste, other sources of ionizingatdn should be taken into accoy8.

Security is an important factor in any activity and a transparent and probabilistic analysis of
security issues is used to achieve a high level of security. Physical security depends on many
factors, ensuring physat security is related to the prevention of malicious acts, the definition of
which is confidential, and to address them use conclusions based on the threat aspssment

In general, nuclear safety and nuclear security are often considered separateigtefface
between nuclear safety and nuclear security is limited only by the requirement that there be no
negative impact of physical protection measures on the implementation of actions aimed at
ensuring nuclear safety, and vice versa. According tbAB& recommendationfb], each of the
security areas should not only not interfere with the provision of the other, but also mutually
reinforce the effect of the measures taken. It is necessary to ensure synergies in the areas of nuclear
safety and nucleaecurity.

To achieve the synergy of security culture and safety culture at nuclear facilities and enterprises
that use nuclear materials, radioactive materials and other sources of ionizing radiation, it is
necessary to set tasks, the solution of whidhlead to the elimination of the problem.
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The first step is to study the experience of countries in the development of nuclear energy on the
culture of security and safety culture, to analyze the legislative and legal aspects that exist in
foreign colleages, and how the legal aspect is embodied in the work of enterprises.
The second step is to study the legal framework of Ukraine on the culture of security and culture
of security, search for "weaknesses" in legal regulation, analysis of the implemeotdaos in
enterprises.
The third step will be a comparative analysis of foreign experience with the Ukrainian and making
proposals to change the situation for the better for Ukraine, borrowing foreign experience.

The next step is to find placesere a culture of security and a culture of security collide;
develop proposals for ways to improve the quality of staff understanding of the concept of security
culture and communicate the difference between the two cultures and their synergy to staff.
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CREATION OF A COMPLEX OF ENGINEERING AND TECHNICAL MEANS ON A
HYPOTHETICAL INSTALLATION DISPENSARY

With the development of modernity, the international community is forced to pay more
and more attention to the fight against nuclear terrorism and the strengthening of measures for the
physical protection of nuclear facilities, nuclear materials, radimeiaste and other sources of
ionizing radiation. Ukraine is currently in a complex seeemnomic and political transformation
in the country, which is associated with Russia's aggression on the territorial integrity of our state
and the probable factsahcould pose a threat to Ukraine's nuclear energy.

However, problems such as the fight against nuclear blackmail and terrorism, sabotage of
nuclear installations, and the prevention of unauthorized acts on nuclear materials, radiation
sources and radioive substances can become real. The trend in Ukraine is to strengthen the
regime of physical protection, accounting and control of nuclear materials, appeal to the policy of
the IAEA and other international organizations in order to learn from the erperiand
implement physical protection systems taking into account the IAEA recommendations.

The system of physical protection of nuclear facilities, nuclear materials, radioactive waste,
other sources of ionizing radiation is a set of organizatiorgd) End engineering measures taken
to create conditions aimed at minimizing the possibility of sabotage, theft, or any other illegal
seizure of radioactive materials and strengthening of the nuclegraolferation regimg1].

According to the current ¢gslation[1, 2, 3] the facility that handles IRS must define a
system of physical protection. The definition of a physical protection system is to establish the
initial data on[4]:

- tasks of a specific system of physical protection;

- systemconfigurations;

- functions of the physical protection unit and the security unit;
list and content of physical protection procedures;

- system efficiency criteria.

After that, the developed project of the IRS physical protection system is checked by the
licensee for compliance with the technical task and in case of its compliance is approved by the
head of the relevant enterprise, institution or organization that deals with IRS. The approved
project is sent to the SNRCU for state examination. The state examimacarried out by the
SNRCU with the involvement of the Security Service of Ukraine and central executive bodies that
carry out law enforcement activities.

Creation of the system of physical protection of IRS the licensee begins only after receiving
positive conclusions of the state examination of physical protection.

Complex of engineering and technical medd&TM) of the physical protection system as
an integral part of the physical protection system of the obf#€T.M provides the maximum
possible reduction of the human factor on the efficiency of the system's performance of its tasks.
Defining a physical proté¢ion system is impossible without definingC&TM.

CETM consists of:

- technical means;

- central physical protection panel (CPFP);

- software.

The aim of the work is to develop a CETM for the hypothetical facility "Oncology Center"
(Figure 1), taking into accom the requirements of the current legal framework for physical
protection,accounting and control of nuclear materials, radioactive materials and other sources of
ionizing radiation.
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Figure 3.4- Hypothetical oncology center

The objectofworkisthpr ot ecti on of a hypothetciad ®&lgoagly

The subject is a set of engineering and technical measures of the physical protection
system.

In order to successfully create a hypothetical Oncodispensary facility, | need to perform an
algorithm of actions.

First, it is necessary to study the regulatory framework of Ukrainian legislation in the field
of physical protection, accounting and control of nuclear materials, radioactive materials and other

sources of ionizing radiationandintheul es of construction of KIT

category.
Secondly, it is necessary to develop a KITZ SPZ of a hypothetical object: to determine the
types, number and locations of detection, television surveillance and access control.
The final stage will be to assess the vulnerability of the created complex of engineering
and technical means of the physical protection system.
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INFLUENCE OF PHP CHANNEL DESIGN ON START -UP AND GRAVITY: A
REVIEW

Pulsating heat pipe (PHP), a novel idea proposetidaghi[1] in 199Q seems to fulfil all
existing cooling requirements. Unlike conventional heat pipes, pulsating heat pipe have got simple
structure and are completely free from the wick, which provides an advantage over the
manufacturing aspect of it. PHP is made of a loapillary tube, which is bent into many turns.

Key benefits of PHP are, its quitkermal response, compact size, and simple construction.
However, one downside of PHP is that it does not function effectively at all orientations. In order
to increase itprospects in space applications many researchers investigated the impact of major
parameters on PHP thermal performance. Out of all major parameters such as inner diameter,
number of turns, cross section, working fluid, channel design, filling ratio (¥RY, input, and
orientation, in this paper impact of channel design on PHP thermal performance is reviewed in
terms of starup and gravity influence.

The use of uneven capillary forces was initially attempted experimentally to improve flow
circulation, ad ultimately to increase heat transfer with the aid of channel diameter vafidtion
Investigation by Chien et dl3] found thatwhen square channels of alternate sizes were used in
PHP instead of a uniform square channel structure, the PHP framevubilknork in a horizontal
position. In support of these resultseng et al[4] came out with a strategy to make closed loop
PHP in horizontal operation. Comparative analysis was conducted between standard tube diameter
and alternative tube diameter (ailtative tubes were flattened to oval shape with a 1.5 mm minor
diameter). When operated in horizontal operation, the alternate channel layout can be initiated at
a fairly low heat input and also resulted in much lower thermal resistance compared téottme. uni
Sedighi et al[5], recently fabricated PHP with an additional branch {RABP;Fig. 1(a) on pyrex
glass and compared it to standard flat plate PHPRIHP). As a result of the extra branches,
thermal resistance decreased by 11% to 20% at diffeRstdnd flow circulation improved.

Case Channel layout Geometric shape dey

0.91

113

1.03

1.23

117

Figure 1 - Different channel design configuratiof(®) [5] (b) [6] (c) [7] (d) [8]
Even after using many turns and geometric modifications, the PHP device can operate

horizontally but fails to work in top heated position. To refine this problem, Tseng [ét al.
suggested a novel design using a mix of alternate dgqipéetube diameters with extra open

12¢



connections between the dual pipe, as shown ifithel(b) This novel design could allow PHP

to operate in both top and bottom heated positions by addingtaa Umbalanced pressure force"

for fluid circulation. When the findings of this new design were compared to those of Tseng et al.

[4], it was found that thermal resistance was reduced to 0.0729 K/W, as opposed to 0.17 K/W with

standard CLPHPThe use of symmetric PHP like one shown ing. 1(c)showed 45% decrease

in thermal resistance compared to symmetric PHP. Although the PHP model tested by Kwon and

Kim [7] was verified for one turn, but it was confirmed that increase in the number of turns could

allow asymmetric PHP work without gravity influence. Therefore, it was clearly stated that even

in the case of horizontal operation, the use ofmaiformity in the channel layout could improve

flow circulation. So in order to measure the effect of chanyelaon thermal performance, the

concept of effective dissimilarity as shownRm. 1(d)was first introduced recently by Lim and

Kim [8] and experimented micro pulsating heat pipe with HBBEO as a working fluid (50% FR)

at various values of effectivassgimilarity. Effective dissimilarity is a ratio between how far the

channel layout differs from the uniformly organized channel layout to how far it differs from the

decreasing channel layout. The channel with maximum effective dissimilarity reportdd @26

thermal conductance than channel with minimum effective dissimilarity in horizontal operation.
Gravity has a significant impact on PHP's heat transfer efficiency. According to current

studies, reducing the inner diameter, increasing the amounief tonfiguring PHP channels in

three dimensions and applying of different channel design configuration to create extra unbalanced

pressure forces inside the channels can be effective ways to reduce gravity's impact. Recent

research on novel channel desguggests that it has a lot of potential towards operating PHP in

any orientation with less staup time, but further testing is required in terms of PHP design

effects, along with all other important parameters, in order to run PHP independent gf gravit
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